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Seamless Network Solution

All IP Convergence

Perfective Technology

The best partner of the main Internet Service Providers in Korea
Best OAM (Operation, Administration, Maintenance) Support
Perfective Network, System, Port Redundancy Support

Many Experience of System Deployment on Campus Network

ubiQuoss
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uSafe4010-24T
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e 24 Port 10/100/1000 Base-T

* 4 Uplink port 1G TX/SFP Combo

e 2 Uplink port 10G Module(Optional)

. uStar(ubiQuoss Secure assurance) Security Engine EF Y

. DDoS, Flooding, Scanning, Protocol Anomaly XtE&t
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. DAI (Dynamic ARP Inspection)
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System Architecture

24 Port 10/100/1000 Base-T
4 Uplink port 1G TX/SFP Combo
2 Uplink port 10G Module(Optional)

Console

RJ-45 type RS-232C Serial port

Management port

1 port 10/100/1000Base-T

USB port USB 2.0 Interface

1G Main Memory
Memory

256MB Flash Memory
Power AC 90V ~ 260V, 50/60H

Power Consumption

53W(Dual Power Module)

Operating
0~ 50 °C
Temperature
Size 440mm x 300mm x 44mm (W x D x H)
as
Switch Fabric 144 Gbps
Throughput 68.4 Mpps
23
VLAN Up to 512
Mac Address Up to 16K
M| 29t £
VLAN

Layer 2

- IEEE 802.1Q Tagged VLAN

- Port-based VLAN

- Hybrid VLAN

- Voice VLAN
STP / RSTP / MSTP / RPVST+
DHCP

- Relay Agent

- Relay Agent with Option 82
- DHCP Snooping

- DHCP Snooping with Option 82
Link Aggregation(802.3ad)

Self Loop Detection
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LLDP-MED

Multicast

IGMP v2/v3
- IGMP Snooping
- Fast-Leave / Filtering

- Report-Suppression

QoS

Traffic classification (L2~L4)
Traffic Control
- Marking/Remarking: COS, DSCP, 802.1p
- Packet Drop
- Mirroring/Redirect to Port
- Metering
Queue Scheduling :
- Strict priority
- DWRR, Strict Priority + DWRR
8 Queues per port
Ingress Rate limiting (Port)
Egress Rate limiting (Port / Queue)

IEEE 802.1X

Port based Authentication

MAC based Authentication

MAC Authentication Bypass

Guest VLAN, Dynamic VLAN, Restrict VLAN

Security

TCP Flooding
UDP Flooding
ICMP Flooding
TCP Port Scan
UDP Port Scan
TCP Host Scan
ICMP host Scan
Protocol Anomaly
- Invalid TCP flag
- Ping of death
- IP Fragment
- UDP Echo Loop
- LAND
Packet Filtering
- DHCP M| A|X|, VISTA LLTD
- NetBeui, NetBIOS, NBT
- L2/L3/L4 1jzl
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- EX¥ MAC Address

- Gateway IP HZEx HIX|
Q0 E2HT xbgt

- Illegal Source MAC address

- Illegal Source IP address

- Illegal ARP

- MAC Address LAND &7} Xttt
Hardwired Storm Control

- Broadcast / Multicast

- Unicast / DLF

CoPP
- ojZl Q¥ Rate-Limit X| &l
- T2 [ eME9 N8

Access control list
-L2/13/L4
- Port Based ACL
- IPve X| &
Dynamic ARP inspection
BPDU Guard
AAA - RADIUS, TACACS+, SSH v2
Management Interface Access filtering

- SNMP Telnet

OAM

Management method : Console / SSH
IPv6 Management

Software upgrade — FTP, TFTP
Configuration file download — TFTP, FTP
Multi OS Images

SNMP v1/v2/v3

RMON (Group 1, 2, 3, 9)

Port mirroring (Many-to-One)

SYSLOG, NTP, System Banner




